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Abstract

The enormous growth of information and communication technologies has supported the
rise of advanced types of cyber-based fraud which is usually referred to as digital arrest
crimes where the fraudsters claim to be law enforcement or regulation officials so that
victims submit to intimidation, surveillance allegations, and legal threats. Such crimes are
transnational in nature: criminals cross the borders with anonymization tools, spoof
identities, encrypted communications, and systems of cross-border payments, and victims
and digital evidence can be located in different jurisdictions. In this paper, the author
critically evaluates the main issues in prosecuting the digital crimes of arrest across the
jurisdictions with the emphasis on the areas of jurisdiction conflict, the issues of evidences
and the inconsistencies in the substantive and procedural cybercrime laws. It examines the
disintegration of national legal systems and the pragmatic constraints of the international
cooperation systems, such as the Mutual Legal Assistance Treaty (MLAT) procedures and
harmonisation projects under the instruments such as the Budapest Convention on
Cybercrime.

This paper contends that current territorial traditions of criminal jurisdiction are becoming
ineffective in dealing with transnational digital coercion programs and that more
procedural harmonisation, faster data-sharing structures, and capacity-building are key.
Placing digital arrest crimes into the broader context of sovereignity, due process, and
control of technology, this study makes a contribution to the discussion on enhancing
transnational cybercrime prosecution and protecting basic rights in a global digital
environment.
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INTRODUCTION

The enormous growth of information and
communication technologies has supported the

rise of advanced types of cyber-based fraud
which is usually referred to as digital arrest
crimes where the fraudsters claim to be law
enforcement or regulation officials so that
victims submit to intimidation, surveillance
allegations, and legal threats. Such crimes are
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transnational in nature: criminals cross the
borders with anonymization tools, spoof
identities, encrypted communications, and
systems of cross-border payments, and victims
and digital evidence can be located in different
jurisdictions.

In this paper, the author critically evaluates the
main issues in prosecuting the digital crimes of
arrest across the jurisdictions with the emphasis
on the areas of jurisdiction conflict, the issues of
evidences and the inconsistencies in the
substantive and procedural cybercrime laws. It
examines the disintegration of national legal
systems and the pragmatic constraints of the
international cooperation systems, such as the
Mutual Legal Assistance Treaty (MLAT)
procedures and harmonisation projects under the
instruments such as the Budapest Convention on
Cybercrime.?

The paper also examines the question of
attribution, the preservation of data that is
digital, the need to make data local to the
platform and the cooperation of platforms,
detailing how delays in accessing data across
borders tend to defeat successful prosecution. A
comparative approach using the example of the
progress in the United States, India, and the
European Union shows not only normative
differences but the point of convergence in the
approach to cybercrime enforcement.®

This paper contends that current territorial
traditions of criminal jurisdiction are becoming
ineffective in dealing with transnational digital
coercion programs and that more procedural
harmonisation, faster data-sharing structures, and
capacity-building are key. Placing digital arrest
crimes into the broader context of sovereignity,
due process, and control of technology, this
study makes a contribution to the discussion on
enhancing transnational cybercrime prosecution
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and protecting basic rights in a global digital
environment.*

CONCEPTUAL FRAMEWORK:
UNDERSTANDING “DIGITAL ARREST”
CRIMES

The enormous growth of information and
communication technologies has supported the
rise of advanced types of cyber-based fraud
which is usually referred to as digital arrest
crimes where the fraudsters claim to be law
enforcement or regulation officials so that
victims submit to intimidation, surveillance
allegations, and legal threats. Such crimes are
transnational in nature: criminals cross the
borders with anonymization tools, spoof
identities, encrypted communications, and
systems of cross-border payments, and victims
and digital evidence can be located in different
jurisdictions.®

In this paper, the author critically evaluates the
main issues in prosecuting the digital crimes of
arrest across the jurisdictions with the emphasis
on the areas of jurisdiction conflict, the issues of
evidences and the inconsistencies in the
substantive and procedural cybercrime laws. It
examines the disintegration of national legal
systems and the pragmatic constraints of the
international cooperation systems, such as the
Mutual Legal Assistance Treaty (MLAT)
procedures and harmonisation projects under the
instruments such as the Budapest Convention on
Cybercrime.®

The paper also examines the question of
attribution, the preservation of data that is
digital, the need to make data local to the
platform and the cooperation of platforms,
detailing how delays in accessing data across
borders tend to defeat successful prosecution. A
comparative approach using the example of the
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progress in the United States, India, and the
European Union shows not only normative
differences but the point of convergence in the
approach to cybercrime enforcement.’

This paper contends that current territorial
traditions of criminal jurisdiction are becoming
ineffective in dealing with transnational digital
coercion programs and that more procedural
harmonisation, faster data-sharing structures, and
capacity-building are key. Placing digital arrest
crimes into the broader context of sovereignity,
due process, and control of technology, this
study makes a contribution to the discussion on
enhancing transnational cybercrime prosecution
and protecting basic rights in a global digital
environment.®

Legal Framework Governing Cross-Border
Cybercrime

The prosecution of cross-border cybercrime in
India, including emerging forms such as digital
arrest fraud, is principally governed by the
substantive provisions of the Bharatiya Nyaya
Sanhita, 2023 (BNS) and the procedural
framework under the Bharatiya Nagarik
Suraksha Sanhita, 2023 (BNSS), supplemented
by the Information Technology Act, 2000.
Together, these statutes establish the legal basis
for criminal liability, investigation, evidence
collection, and prosecution in cases involving
cyber-enabled fraud with transnational elements.

Under the BNS, digital arrest schemes typically
fall within the ambit of cheating, personation,

criminal intimidation, forgery, and identity-
related offenses.  Provisions criminalizing
cheating by personation and dishonest

inducement are particularly relevant where
perpetrators impersonate police officers or
investigative agencies to extort money. The BNS
also recognizes offenses involving electronic
records and digital documents, thereby aligning
traditional fraud provisions with technologically
mediated conduct. Importantly, the statute adopts
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a broad understanding of “document” and
“electronic ~ record,”  which  strengthens
prosecutorial capacity in cases involving spoofed
notices, fabricated warrants, and manipulated
digital communications.®

The Information Technology Act, 2000 further
supplements the BNS by specifically addressing
unauthorized access, identity theft, cheating by
personation using computer resources, and
violations involving electronic signatures and
data breaches.'® Sectional provisions concerning
identity theft and cheating by personation using
computer resources are particularly applicable to
digital arrest scams, as they criminalize
fraudulent online impersonation. The
extraterritorial reach of the IT Act is significant
in cross-border contexts: it extends to offenses
committed outside India if the computer system,
network, or victim is located within Indian
territory.!! This provision attempts to mitigate
jurisdictional barriers by asserting protective
jurisdiction over transnational cyber offenses
affecting Indian citizens.

Procedurally, the BNSS provides mechanisms
for investigation, search and seizure, arrest, and
trial in cybercrime cases. It modernizes certain
evidentiary and investigative processes to

accommodate  digital  realities, including
provisions relating to electronic evidence,
forensic examination, and recording of

statements through electronic means.*> The
admissibility of electronic evidence remains
governed by statutory requirements concerning
certification and  authenticity,  ensuring
compliance with due process safeguards. In
cross-border investigations, the BNSS also
incorporates procedures for issuing letters
rogatory and facilitating international
cooperation, thereby operationalizing India’s
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treaty obligations and mutual legal assistance
arrangements.™

Despite this comprehensive statutory framework,
practical challenges persist.  Jurisdictional
questions arise where elements of the offense
occur partly in India and partly abroad,
necessitating coordination between domestic
agencies and foreign authorities. Differences in
evidentiary standards, data protection regimes,
and investigative  timelines can delay
proceedings. Moreover, enforcement depends
heavily on technological capacity and inter-
agency coordination, including cooperation with
intermediaries and financial institutions.

In sum, the BNS and BNSS, read with the
Information  Technology Act, collectively
provide a robust domestic legal foundation for
addressing cross-border cybercrime. However,
the effectiveness of these national laws
ultimately depends on their harmonization with
international standards, efficient procedural
implementation, and enhanced institutional
capacity to confront increasingly sophisticated
digital arrest schemes.

JURISDICTIONAL
PROSECUTION

CHALLENGES IN

Jurisdiction constitutes one of the most
formidable obstacles in prosecuting digital arrest
crimes across borders. Traditional criminal law is
anchored in the territorial principle, whereby a
State  exercises authority over offenses
committed within its geographical boundaries.**
However, cyber-enabled crimes, including
digital arrest fraud, frequently involve conduct
dispersed across multiple jurisdictions: the
perpetrator may operate from one country, the
victim may reside in another, digital
infrastructure may be hosted in a third, and
financial transactions may transit through yet
another. This spatial fragmentation destabilizes
conventional  jurisdictional  doctrines  and
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complicates determinations of the appropriate
forum for investigation and trial.

The primary jurisdictional bases recognized in
international  law—territoriality,  nationality,
protective principle, and universality—provide
partial but incomplete solutions.® In digital
arrest cases, the territorial principle may be
invoked where either the harmful effects occur
within the State (objective territoriality) or part
of the criminal conduct is initiated there
(subjective territoriality). Yet identifying the
locus delicti in cyberspace is inherently complex.
For instance, is the offense committed where the
fraudulent call originates, where the victim
receives it, or where the coerced funds are
ultimately withdrawn? Courts across
jurisdictions have adopted varying
interpretations,  resulting in  inconsistent
assertions of competence.'®

Nationality-based jurisdiction allows States to
prosecute their citizens for crimes committed
abroad. While this may address situations where
perpetrators are nationals operating overseas,
enforcement remains contingent upon extradition
or repatriation. Extradition processes are often
prolonged and politically sensitive, especially
where no bilateral treaty exists or where dual
criminality  requirements  are  unmet.’
Furthermore, some States restrict extradition of
their own nationals, compelling reliance on
domestic prosecution that may lack evidentiary
access to foreign-based data.

The protective principle permits jurisdiction
where conduct abroad threatens a State’s security
or governmental functions. Although large-scale
cyber fraud may affect economic stability, digital
arrest crimes rarely meet the threshold
traditionally associated with national security.
Consequently, most prosecutions depend on
territorial or nationality principles rather than
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expansive  protective claims. International
instruments such as the Budapest Convention on
Cybercrime  encourage  harmonization  of
jurisdictional rules and cooperation mechanisms,
yet disparities in ratification and implementation
limit uniformity.8

A further complication arises from concurrent
jurisdiction. Multiple States may simultaneously
claim authority, leading to duplication of
proceedings or, conversely, reluctance by each
State to assume responsibility. The absence of a
binding global framework for allocating
jurisdiction in  cybercrime cases creates
uncertainty and risks forum shopping.t®
Determining the most appropriate forum often
involves pragmatic considerations, including the
location of evidence, availability of witnesses,
and prospects of successful enforcement.

Digital evidence intensifies jurisdictional
tensions. Data relevant to prosecution is
frequently stored on servers located abroad and
controlled by  multinational  corporations.
Accessing such information typically requires
mutual legal assistance requests, which can be
time-consuming and procedurally burdensome.?
Delays in obtaining subscriber information, call
records, or financial transaction data may allow
suspects to dissipate proceeds or evade detection.
Moreover, differing privacy and data protection
standards may restrict disclosure, further
complicating cross-border investigations.

Jurisdictional challenges in prosecuting digital
arrest crimes stem from the disjunction between
territorially  bounded legal systems and
borderless digital conduct. While existing
doctrines provide theoretical bases for asserting
authority, their practical application is hindered
by procedural delays, evidentiary constraints,
and inconsistent international cooperation.
Addressing these challenges requires enhanced
harmonization of jurisdictional rules, streamlined
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mutual assistance processes, and greater
institutional  collaboration to ensure that
perpetrators cannot exploit legal fragmentation to
evade accountability.

EVIDENTIARY AND PROCEDURAL
BARRIERS

The prosecution of digital arrest crimes is
significantly impeded by evidentiary and
procedural barriers that arise from the nature of
digital communication and the transnational flow
of data. Unlike conventional crimes where
physical evidence may be recovered from a
specific location, digital arrest schemes rely on
electronic records, spoofed communications, and
virtual financial transfers. Such evidence is
inherently volatile, susceptible to alteration, and
often stored on servers located outside the
prosecuting  State’s  jurisdiction.’X’  The
preservation of call logs, IP address data, email
headers, and transactional records requires
prompt action; however, procedural delays—
particularly in cross-border cases—frequently
result in the loss or degradation of crucial
evidence.

Admissibility of electronic evidence presents an
additional challenge. Courts generally require
strict compliance with statutory conditions
regarding authenticity, integrity, and certification
of electronic records. Failure to adhere to
prescribed evidentiary standards may render
critical digital material inadmissible, even where
substantive ~ wrongdoing  is  apparent.??
Establishing the chain of custody for
electronically stored information is particularly
complex when multiple service providers,
financial intermediaries, and investigative
agencies across jurisdictions are involved. Any
procedural irregularity in  collection or
transmission can weaken prosecutorial claims
and raise due process concerns.

Orin S. Kerr, ‘Digital Evidence and the New Criminal
Procedure’ (2005) 105 Columbia Law Review 279.
Susan W. Brenner, Cybercrime and the Law: Challenges,
Issues, and Outcomes (Northeastern University Press
2012).



Procedural barriers also stem from reliance on
mutual legal assistance mechanisms for
accessing data held abroad. Requests for
subscriber information, platform records, or
banking details must often pass-through
diplomatic channels, resulting in substantial
delays.?® Divergent privacy laws and data
protection regulations may further restrict
disclosure, compelling investigators to navigate
overlapping compliance regimes. In rapidly
evolving fraud schemes, such delays undermine
the effectiveness of enforcement and enable
perpetrators to conceal or dissipate illicit
proceeds.

Accordingly, evidentiary fragility, stringent
admissibility  requirements, and procedural
fragmentation collectively hinder successful
prosecution. Addressing these obstacles requires
streamlined data-sharing frameworks,
specialized digital forensic capacity, and
harmonized evidentiary standards to ensure both
effective enforcement and protection of fair trial
guarantees.

JUDICIAL APPROACH
DIGITAL ARREST

TOWARDS

i. Shreya Singhal v. Union of India (2015)

In Shreya Singhal v. Union of India, the Supreme
Court of India struck down Section 66A of the
Information  Technology Act, 2000 as
unconstitutional for violating freedom of speech
under Article 19(1)(a) of the Constitution.t
Although not directly related to digital arrest
scams, the case significantly shaped the
evidentiary and procedural landscape of
cybercrime prosecution in India. The Court held
that vague and overbroad statutory language
could not be wused to criminalize online
communication, emphasizing the necessity of
clear legislative standards. This judgment
underscored the tension between regulating
harmful online conduct and safeguarding
constitutional liberties. In the broader context of
cross-border cybercrime, the decision highlights
that prosecutorial efforts must comply with

23 Council of Europe, Convention on Cybercrime (Budapest,

23 November 2001).

fundamental rights protections, even when
addressing technologically complex offenses.?

ii. Google India Pvt. Ltd. v. Visaka
Industries (2020)

In Google India Pvt. Ltd. v. Visaka Industries,
the Supreme Court of India examined
intermediary liability under the IT Act.?® The
Court clarified the obligations of digital
intermediaries in cases involving unlawful online
content and emphasized due diligence
requirements. While the case concerned
defamation, its implications extend to digital
arrest crimes, where platforms may host spoofed
accounts,  fraudulent  advertisements, or
impersonation-based  communications.  The
ruling illustrates the procedural complexities of
compelling multinational technology companies
to cooperate with domestic investigations. It also
reflects the challenge of balancing safe harbor
protections for intermediaries with accountability
mechanisms necessary to combat cyber-enabled
fraud across jurisdictions.

iii.  United States v. lvanov (2001)

In United States v. lvanov, a Russian national
was prosecuted in the United States for hacking
into American computer systems.?® The U.S.
District Court asserted jurisdiction on the basis
that the harmful effects of the offense were felt
within U.S. territory, even though the accused
operated from abroad. The case is significant for
establishing the “effects doctrine” in cybercrime
prosecution, enabling courts to assert jurisdiction
where foreign conduct produces domestic harm.
This reasoning is particularly relevant to digital
arrest crimes, where perpetrators may operate
overseas but target victims within another State.
The judgment illustrates how domestic courts
adapt traditional jurisdictional principles to
address transnational cyber offenses.

iv.  United States v. Gorshkov (2001)

24 (2015)5SCC 1

25 (2020) 4 SCC 162
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In United States v. Gorshkov, U.S. authorities
prosecuted a Russian hacker after obtaining
evidence from computers located outside the
United States.! The case raised complex
questions  regarding  cross-border evidence
collection and extraterritorial application of
domestic criminal law. The court upheld the
admissibility of digital evidence obtained
through investigative techniques involving
remote access, emphasizing the applicability of
U.S. law when domestic systems were targeted.
The decision underscores evidentiary challenges
in cybercrime cases, particularly concerning data
acquisition from foreign servers. It demonstrates
how courts grapple with procedural legitimacy
while addressing crimes facilitated by global
digital networks.?’

v. Yahoo! Inc. v. La Ligue Contre le
Racisme (2001)

In Yahoo! Inc. v. La Ligue Contre le Racisme, a
U.S. court considered whether a French
judgment regulating online content could be
enforced against an American company.?® The
dispute arose after French courts ordered Yahoo!
to restrict access to Nazi memorabilia auctions
accessible in France. The case highlighted
conflicts of laws and jurisdiction in cyberspace,
particularly where online content crosses
national boundaries. Although not involving
fraud, it illustrates the broader dilemma of
enforcing domestic legal standards against cross-
border digital activity. The ruling underscores
the tension between sovereignty, jurisdiction,
and the global nature of the internet—issues
equally relevant to prosecuting digital arrest
crimes.

COMPARATIVE ANALYSIS OF
SELECTED JURISDICTIONS

i. United States

The United States has developed a robust legal
framework to address cybercrime, including

27 United States v. Gorshkov 2001 WL 1024026 (WD Wash
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digital arrest schemes, under statutes such as the
Computer Fraud and Abuse Act (CFAA) and
identity theft provisions.?® U.S. law emphasizes
extraterritorial jurisdiction through the “effects
doctrine,” allowing prosecution when harm
occurs domestically, even if the offender
operates abroad. Federal agencies like the FBI
and Secret Service maintain specialized
cybercrime units, and procedural mechanisms
facilitate cooperation with foreign authorities.
Challenges persist in evidence collection from
overseas servers and ensuring compliance with
privacy laws in other jurisdictions, making cross-
border prosecution complex yet feasible.

ii. India

India  addresses  cybercrime under the
Information Technology Act, 2000, alongside
the Bharatiya Nyaya Sanhita (BNS) and
Bharatiya Nagarik Suraksha Sanhita (BNSS).*°
National laws criminalize identity theft, cheating,
and impersonation via electronic means. The IT
Act extends extraterritorial reach to offenses
affecting Indian citizens. Investigations involve
police cybercrime wunits and specialized
procedures for electronic evidence under BNSS.
Procedural delays, reliance on mutual legal
assistance treaties, and platform cooperation
remain significant challenges, particularly for
cross-border digital arrest cases. Capacity-
building and harmonization with international
standards are essential for effective enforcement.

iii. European Union

The European Union (EU) governs cybercrime
through a combination of directives, regulations,
and member state legislation.®! Frameworks like
the EU Cybercrime Directive and the General
Data Protection Regulation (GDPR) regulate
criminal liability, digital evidence handling, and
data protection. Cross-border cooperation is
facilitated via Europol, Eurojust, and the
European Arrest Warrant. EU law emphasizes
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harmonization among member states, ensuring
standardized  penalties and investigative
procedures. Challenges arise due to differing
interpretations at the national level and conflicts
with non-EU jurisdictions. The EU’s structured
approach balances privacy  protection,
technological enforcement, and international
collaboration for prosecuting cyber-enabled

offenses.

ROLE OF INTERNATIONAL
COOPERATION AND MLAT
MECHANISMS

Effective prosecution of digital arrest crimes
heavily depends on international cooperation,
given the transnational nature of such offenses.
Mutual Legal Assistance Treaties (MLATS)
serve as formal instruments enabling States to
request and share evidence, obtain witness
statements, and coordinate investigative
actions.>> MLAT mechanisms are particularly
critical in cybercrime cases, where servers,

financial intermediaries, and victims are
dispersed across multiple jurisdictions. For
instance, requests for subscriber data, call

records, or bank transaction information often
require formal diplomatic channels, which can be
time-consuming and procedural.

In addition to MLATSs, informal cooperation
through organizations such as INTERPOL,
Europol, and the United Nations Office on Drugs
and Crime facilitates real-time information
exchange, capacity building, and coordinated
operations.®® These mechanisms help overcome
jurisdictional gaps and technological challenges,
including encrypted communications and
cryptocurrency transfers. However, MLATS face
practical limitations: differences in domestic
privacy laws, dual criminality requirements, and
administrative delays can impede timely
evidence  collection.®  Therefore,  while
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States Law and Practice (6th edn, Oxford University
Press 2014).
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international  cooperation  frameworks are
indispensable for cross-border enforcement, their

effectiveness ~ depends  on  streamlining
procedures, enhancing mutual trust, and
harmonizing  substantive and  procedural
cybercrime laws. Strengthening these
frameworks is essential to ensure that

perpetrators of digital arrest schemes cannot
exploit international fragmentation to evade
accountability.

HUMAN RIGHTS AND DUE PROCESS
CONCERNS

While prosecuting digital arrest crimes, human
rights and due process considerations are
paramount. Offenses involve impersonation of
law enforcement or judicial authorities, raising
concerns about the presumption of innocence,
the right to a fair trial, and protection from
arbitrary legal actions.®® Investigators must
balance enforcement with constitutional and
international obligations, ensuring that measures
such as surveillance, data collection, and online
monitoring do not infringe on privacy or
freedom of expression.

Digital arrest cases often require cross-border
evidence collection, which implicates additional
rights issues. For instance, accessing electronic
evidence hosted in foreign jurisdictions may
conflict with local data protection laws, such as
the GDPR in the European Union.® Inadequate
procedural  safeguards  during  evidence
gathering—such as improper certification of
electronic records or unauthorized access to
private communications—can render
prosecutions vulnerable to challenge and
undermine public trust in judicial processes.

Moreover, reliance on expedited cooperation
mechanisms and technical surveillance tools may
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risk overreach if not strictly regulated.®’
Ensuring proportionality, transparency, and
accountability in investigative procedures is
crucial. Human rights frameworks guide the
harmonization of cross-border prosecution
strategies, safeguarding fundamental liberties
while enabling States to address sophisticated
digital fraud effectively. Balancing security
imperatives with civil liberties remains a core
challenge in combating transnational cybercrime.

CONCLUSION

Digital arrest crimes represent a complex and
evolving challenge at the intersection of
technology, law, and human behavior. The
transnational nature of these offenses, coupled
with the use of sophisticated tools such as
anonymized communications, encrypted
platforms, and cross-border financial systems,
renders traditional prosecutorial mechanisms
insufficient. This research has highlighted the
multifaceted barriers to effective enforcement,
including jurisdictional conflicts, evidentiary
fragility, procedural delays, and divergences in
national cybercrime legislation. Comparative
analysis of the United States, India, and the
European Union demonstrates that while legal
frameworks exist, their practical implementation
is often  hindered by  technological,
administrative, and cooperative constraints.

International cooperation, particularly through
Mutual  Legal Assistance  Treaties and
institutional collaboration among agencies like
INTERPOL and Europol, emerges as a critical
component for bridging these gaps. However,
reliance on formal treaties alone is inadequate
given the speed and complexity of digital fraud
schemes. Strengthening harmonization of laws,
streamlining cross-border evidence procedures,
and enhancing technical capacities of law
enforcement agencies are essential to address
these challenges effectively.

Equally important is the protection of
fundamental rights and adherence to due process.

37 Susan W. Brenner, Cybercrime and the Law: Challenges,

Issues, and Outcomes (Northeastern University Press
2012).
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Enforcement  efforts must balance the
imperatives of public safety and deterrence with
safeguards for privacy, fair trial, and
proportionality. Neglecting these concerns risks
undermining public trust in the legal system and
could compromise prosecutorial outcomes.

In conclusion, combating digital arrest crimes
requires a multidimensional approach that
integrates robust national legislation, procedural
innovation, international cooperation, and human
rights compliance. By addressing these
intertwined challenges, States can enhance their
capacity to prosecute sophisticated
cybercriminals, protect victims, and uphold the
rule of law in an increasingly borderless digital
environment.
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