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Abstract 

The convergence of large language models (LLMs), code-generation systems, and 

generative AI more broadly has introduced a new dimension to the malware threat 

landscape. Where once malware development required specialized technical expertise, 

generative AI tools have lowered the barrier to entry for creating malicious code, 

obfuscating it, and adapting it to evade detection. This paper surveys the emerging risks 

posed by AI-generated malware, including polymorphic and metamorphic code generation, 

automated vulnerability discovery, AI-assisted social engineering payload delivery, and 

adversarial evasion of machine-learning-based detection systems. We then review the 

corresponding landscape of detection strategies, spanning static and dynamic analysis, 

machine-learning-based classifiers, behavioral and heuristic detection, and AI-versus-AI 

defensive frameworks in which generative and detection models compete in an escalating 

arms race. Finally, we examine defensive countermeasures at the technical, organizational, 

and policy levels, including secure-by-design software development practices, threat 

intelligence sharing, AI model governance, and regulatory approaches to constraining 

misuse of generative AI systems. We conclude that defending against AI-generated 

malware requires a layered, adaptive security posture that integrates traditional 

cybersecurity fundamentals with AI-aware detection and governance mechanisms, since no 

single technical control is likely to remain effective against a continuously evolving, AI-

augmented adversary. 
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1. Introduction: 

Malware development has historically required a 

combination of programming expertise, 

knowledge of operating system internals, and 

familiarity with evasion techniques honed over 

years of adversarial iteration against security 

defences. The rise of generative AI systems—

particularly large language models capable of 

producing functional code from natural language 

prompts—has begun to reshape this landscape. 

While mainstream AI providers implement 

safeguards intended to prevent their models from 
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directly producing malicious code, the broader 

ecosystem of open-source models, jailbreaking 

techniques, fine-tuned variants, and specialized 

underground tools has demonstrated that 

generative AI can meaningfully lower the skill 

floor required to produce functional malicious 

software, accelerate the iteration cycle for evading 

detection, and automate previously labour-

intensive tasks such as vulnerability discovery and 

phishing content generation. 

This shift matters because it changes the 

economics of cybercrime. Historically, 

sophisticated malware campaigns—those 

employing custom obfuscation, polymorphic code, 

or zero-day exploitation—were largely the 

province of well-resourced actors, including 

organized cybercriminal groups and state-

sponsored entities. Generative AI threatens to 

democratize access to capabilities that previously 

required significant investment, potentially 

expanding the population of actors capable of 

mounting moderately sophisticated attacks, even if 

frontier nation-state-level capabilities remain 

differentiated by resources and expertise. 

This paper takes a defensive research perspective: 

rather than detailing how AI systems can be used 

to generate malicious code, we focus on 

characterizing the risk landscape at a conceptual 

level, and then provide a comprehensive review of 

detection strategies and defensive 

countermeasures available to security 

practitioners, researchers, and policymakers. The 

paper is organized as follows: Section 2 

characterizes the risk landscape associated with 

AI-generated malware. Section 3 reviews static 

and signature-based detection approaches. Section 

4 covers dynamic and behavioral detection. 

Section 5 discusses machine-learning-based 

detection systems and their own vulnerabilities. 

Section 6 examines the emerging paradigm of AI-

versus-AI defence. Section 7 discusses 

organizational and technical countermeasures. 

Section 8 addresses policy and governance 

considerations. Section 9 identifies open 

challenges, and Section 10 concludes. 

2. The Risk Landscape of AI-Generated 

Malware: 

2.1 Lowered Barriers to Entry: 

Generative AI systems capable of producing 

functional code across many programming 

languages have the effect of reducing the 

specialized knowledge required to write malicious 

software. An actor with limited programming 

experience may be able to describe a desired 

malicious functionality in natural language and 

receive a functional code skeleton, which can then 

be iteratively refined. While mainstream, safety-

aligned AI systems are designed to refuse such 

requests, the broader availability of open-weight 

models without comparable safeguards, along with 

dedicated underground "uncensored" AI tools 

marketed specifically to cybercriminal audiences, 

represents a meaningful and growing risk vector 

documented by multiple threat intelligence 

organizations. 

2.2 Polymorphic and Metamorphic Code 

Generation: 

One of the most significant risks associated with 

generative AI is its potential to automate the 

production of polymorphic malware—malicious 

code that changes its syntactic structure on each 

execution or propagation while preserving its 

underlying malicious functionality, in order to 

evade signature-based detection. Historically, 

polymorphic engines required dedicated 

development effort. Generative models capable of 

producing semantically equivalent but 

syntactically varied code across many iterations 

could, in principle, automate aspects of this 

process, generating large numbers of functionally 

identical but structurally distinct malware variants 
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at a pace and scale that would be labour-intensive 

to achieve manually. This has direct implications 

for signature-based detection, discussed further in 

Section 3. 

2.3 Automated Vulnerability Discovery and 

Exploit Development: 

AI-assisted code analysis tools, including those 

built on large language models, have demonstrated 

capability in identifying certain classes of software 

vulnerabilities by analysing source code or binary 

patterns for common weakness signatures. While 

this capability has significant defensive value for 

security researchers performing authorized testing, 

the same underlying capability could be misused 

by malicious actors to accelerate the discovery of 

exploitable vulnerabilities in target systems, and 

potentially to assist in drafting exploit code, 

compressing a process that traditionally required 

substantial manual reverse-engineering effort. 

2.4 AI-Enhanced Social Engineering and 

Payload Delivery: 

Malware delivery frequently depends on social 

engineering to induce a victim to execute a 

malicious payload, whether through phishing 

emails, malicious attachments, or compromised 

websites. Generative AI substantially improves the 

fluency, personalization, and contextual relevance 

of phishing content, reducing the linguistic and 

cultural tells that previously helped victims and 

email filters identify fraudulent messages. When 

combined with the voice and video deep fake 

techniques discussed in related literature, AI-

enhanced social engineering can serve as a highly 

effective delivery mechanism for malware 

payloads, particularly in targeted (spear-phishing) 

campaigns against specific organizations or 

individuals. 

2.5 Adversarial Evasion of Detection Systems: 

Because many contemporary malware detection 

systems themselves rely on machine learning 

classifiers (discussed in Section 5), generative AI 

techniques can potentially be used to craft 

malware samples specifically designed to evade 

known detection models, exploiting adversarial 

machine learning techniques such as gradient-

based perturbation or iterative query-based 

evasion against classifiers whose decision 

boundaries can be probed. This creates a direct 

adversarial relationship between AI-generation 

capabilities and AI-based defences, discussed 

further in Section 6. 

2.6 Autonomous and Agentic Malware 

Concepts: 

An emerging area of concern, still largely 

theoretical and the subject of ongoing security 

research, involves the possibility of malware that 

itself incorporates lightweight AI decision-making 

capabilities, enabling it to adapt its behaviour 

dynamically based on the characteristics of the 

environment it infects, select among multiple 

evasion or propagation strategies autonomously, 

or generate novel command-and-control 

communication patterns to evade network-based 

detection. While such capabilities remain at an 

early and largely experimental stage, security 

researchers have raised concerns about the long-

term trajectory of this risk category as agentic AI 

systems become more capable and accessible. 

3. Static and Signature-Based Detection 

Approaches: 

3.1 Traditional Signature Matching: 

Signature-based detection remains a foundational 

layer of antivirus and endpoint detection systems, 

relying on known byte sequences, cryptographic 

hashes, or characteristic code patterns associated 

with previously identified malware samples. This 

approach is computationally efficient and highly 
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reliable against known threats, but is inherently 

limited against novel or polymorphic variants, 

since a signature can only be generated after a 

sample has been identified, analysed, and 

catalogued. 

3.2 Heuristic and Rule-Based Static Analysis 

Heuristic static analysis extends beyond exact 

signature matching by identifying suspicious code 

patterns, structural anomalies, or combinations of 

features statistically associated with malicious 

software, such as unusual API call sequences, 

packing or obfuscation indicators, or suspicious 

string patterns (e.g., embedded command-and-

control URLs or cryptographic ransom note 

templates). Heuristic approaches offer improved 

detection of variants not present in a signature 

database but can suffer from elevated false-

positive rates, since legitimate software may 

exhibit superficially similar characteristics. 

3.3 Challenges Posed by AI-Generated 

Polymorphism 

The core challenge that AI-generated malware 

poses to signature and heuristic static analysis is 

the potential for rapid, automated generation of 

large numbers of functionally equivalent but 

syntactically diverse variants. If generative AI 

tools can produce numerous unique variants faster 

than security vendors can catalogue and generate 

corresponding signatures, static detection systems 

may experience degraded effectiveness during the 

window between the emergence of a new variant 

family and its incorporation into signature 

databases. This dynamic increases the relative 

importance of the dynamic and behavioural 

detection approaches discussed in the following 

section, since these methods focus on functional 

behaviour rather than syntactic structure, making 

them comparatively more resistant to superficial 

code variation. 

4. Dynamic and Behavioural Detection: 

4.1 Sandbox-Based Dynamic Analysis: 

Dynamic analysis involves executing a suspect 

binary or script within an isolated, instrumented 

environment (a sandbox) to observe its runtime 

behaviour, including file system modifications, 

registry changes, network communications, and 

process interactions. Because this approach 

observes actual behaviour rather than static code 

structure, it is inherently more resistant to 

syntactic obfuscation and polymorphism, since 

functionally malicious behaviour—such as 

establishing command-and-control communication 

or encrypting user files—must still manifest at 

runtime regardless of how the underlying code is 

structured. 

However, sophisticated malware, including that 

potentially assisted by AI-based development, 

may incorporate sandbox-evasion techniques, such 

as detecting virtualized or instrumented 

environments and altering behaviour accordingly, 

delaying malicious activity beyond typical 

sandbox observation windows, or requiring 

specific environmental triggers (such as particular 

user interactions or system configurations) before 

executing malicious functionality. 

4.2 Behavioural Endpoint Detection and 

Response (EDR): 

Endpoint Detection and Response systems extend 

dynamic analysis concepts to live production 

environments, continuously monitoring process 

behaviour, system calls, and network activity for 

patterns associated with known attack techniques, 

often organized according to established adversary 

tactic, technique, and procedure (TTP) 

frameworks. Behavioural EDR systems have an 

advantage over purely static approaches in that 

they can potentially detect malicious activity 

based on the sequence and combination of actions 



174 
 

  
Copyright: © The authors. This article is open access and licensed under the terms of the Creative Commons 

Attribution License (http://creativecommons.org/licenses/by/4.0/)  

taken, even when the specific malware binary 

itself is entirely novel and has never been 

previously observed, since malicious objectives 

(data exfiltration, privilege escalation, lateral 

movement) typically require characteristic 

behavioural sequences regardless of the 

underlying code implementation. 

4.3 Network-Based Behavioural Detection: 

Network traffic analysis provides a 

complementary detection layer, examining 

communication patterns for indicators such as 

beaconing behaviour characteristic of command-

and-control communication, anomalous data 

transfer volumes suggestive of exfiltration, or 

connections to infrastructure associated with 

known malicious campaigns through threat 

intelligence feeds. Because AI-generated malware 

still typically requires network communication to 

achieve objectives such as command-and-control 

or data exfiltration (even if the malware code itself 

is novel), network-based behavioural detection 

remains a valuable detection layer that is 

comparatively less affected by code-level 

polymorphism. 

5. Machine Learning-Based Malware Detection 

5.1 Classifier Architectures: 

Machine learning-based malware detection 

systems have become increasingly prevalent, 

using classifiers trained on features extracted from 

static code analysis (e.g., opcode sequences, API 

call graphs, byte-level n-grams) or dynamic 

behavioural traces (e.g., system call sequences 

during sandbox execution). Common architectures 

include gradient-boosted tree ensembles, deep 

neural networks operating on raw byte sequences 

or disassembled code representations, and graph 

neural networks applied to control-flow or call-

graph representations of executable files, which 

can capture structural relationships beyond what 

sequential feature representations expose. 

5.2 Generalization and Zero-Day Detection: 

A key motivation for machine learning-based 

detection is the potential to generalize beyond 

training data to identify previously unseen 

malware families based on learned statistical 

regularities associated with malicious 

functionality, rather than requiring an exact 

signature match. This capability is particularly 

valuable in the context of AI-generated 

polymorphic malware, since a well-generalizing 

classifier may correctly identify novel syntactic 

variants that nonetheless share underlying 

functional or structural characteristics with 

previously observed malicious samples. 

5.3 Adversarial Vulnerabilities of ML-Based 

Detectors: 

However, machine learning-based detectors are 

themselves vulnerable to adversarial manipulation. 

Research in adversarial machine learning has 

demonstrated that carefully crafted perturbations 

to input features—whether through code 

transformations that preserve malicious 

functionality while altering the features a classifier 

relies upon, or through padding and structural 

modifications specifically designed to shift a 

classifier's decision boundary—can cause 

misclassification of malicious samples as benign. 

This vulnerability is particularly concerning in the 

context of AI-generated malware, since generative 

techniques could plausibly be directed toward 

iteratively probing and evading known detector 

architectures, especially where attackers have 

query access to a detection system (e.g., through 

public malware-scanning services) that enables 

iterative refinement of evasive samples. 

5.4 Robustness and Adversarial Training: 
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In response to these vulnerabilities, researchers 

have explored adversarial training techniques, in 

which detection models are explicitly trained on 

adversarial perturbed samples to improve 

robustness against evasion attempts, as well as 

ensemble approaches that combine multiple 

independent detection models with differing 

feature representations, on the premise that an 

adversarial sample crafted to evade one model 

architecture is less likely to simultaneously evade 

a structurally different model. Certified robustness 

techniques, which provide formal guarantees 

about a model's resistance to bounded adversarial 

perturbations, represent a more rigorous but 

computationally intensive approach still maturing 

in the malware detection domain. 

6. AI-Versus-AI: The Emerging Defensive 

Paradigm: 

6.1 Generative Adversarial Frameworks for 

Detector Training: 

An emerging defensive research direction involves 

using generative AI techniques defensively, to 

proactively generate diverse malware variants and 

adversarial samples for the purpose of training 

more robust detection systems, effectively 

adopting a red-team/blue-team dynamic within the 

model training process itself. This approach, 

sometimes framed analogously to generative 

adversarial network training, positions a 

generative component against a detection 

component, with the detection model iteratively 

improving its robustness against increasingly 

sophisticated synthetic adversarial samples. 

6.2 AI-Assisted Threat Hunting and Analysis: 

Beyond automated classification, generative AI 

and large language models are increasingly 

applied to assist human security analysts in threat 

hunting, malware reverse engineering, and 

incident response, including automated 

summarization of malware behavior from sandbox 

reports, assistance in correlating indicators of 

compromise across large security data volumes, 

and natural-language querying of threat 

intelligence databases. This application of AI 

serves a defensive force-multiplying function, 

potentially helping human analysts keep pace with 

the accelerated iteration cycle that AI-generated 

malware may enable on the offensive side. 

6.3 Limitations of the AI-Versus-AI Paradigm 

Despite its promise, the AI-versus-AI defensive 

paradigm faces important limitations. Defensive 

AI systems require access to representative 

adversarial samples to train against, but by 

definition, novel AI-generation techniques used by 

attackers may not be represented in existing 

training data until after they have already been 

used in the wild. Additionally, the computational 

resources required to continuously retrain 

detection models against an evolving adversarial 

landscape may not be equally available to all 

organizations, potentially creating disparities in 

defensive capability between well-resourced 

enterprises and smaller organizations with more 

limited security budgets. 

7. Organizational and Technical 

Countermeasures: 

7.1 Defence-in-Depth and Layered Security 

Architecture: 

Given the limitations of any single detection 

approach discussed above, a defence-in-depth 

strategy combining multiple independent detection 

and prevention layers remains the most robust 

practical approach. This includes combining 

signature-based, heuristic, behavioural, and 

machine-learning-based detection at the endpoint 

level; network segmentation and monitoring to 

limit the impact and visibility of lateral movement 

should initial detection fail; and application allow 
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listing policies that restrict execution to explicitly 

approved software, providing a detection-

independent control that remains effective 

regardless of how a malicious binary was 

generated. 

7.2 Secure Software Development and Supply 

Chain Practices: 

Because AI-assisted vulnerability discovery may 

accelerate the identification of exploitable 

weaknesses in software, organizations should 

place increased emphasis on secure software 

development lifecycle practices, including regular 

code review, static application security testing, 

and prompt patching of identified vulnerabilities, 

alongside software supply chain security measures 

such as dependency verification and software bill 

of materials (SBOM) practices, to reduce the 

attack surface available for AI-accelerated exploit 

development. 

7.3 Threat Intelligence Sharing: 

Rapid sharing of indicators of compromise, 

malware samples, and behavioural signatures 

across organizations and security vendors helps 

compress the detection gap associated with novel 

AI-generated malware variants, since a variant 

identified by one organization or vendor can be 

rapidly incorporated into detection systems used 

by others. Industry information-sharing 

frameworks and computer emergency response 

team (CERT) coordination structures play an 

important role in this collaborative defence 

function. 

7.4 Security Awareness Training: 

Given the enhanced sophistication of AI-assisted 

phishing and social engineering as a malware 

delivery mechanism, ongoing security awareness 

training remains an essential human-layer 

countermeasure, including training that 

specifically addresses the increased realism of AI-

generated phishing content and reinforces 

verification procedures for unexpected requests to 

execute attachments, click links, or grant elevated 

system permissions. 

7.5 AI Model Governance and Access Controls 

for Development Tools: 

Organizations developing or deploying AI code-

generation tools internally should implement 

governance controls to reduce the risk of misuse, 

including monitoring and logging of code-

generation tool usage for anomalous patterns, 

access controls restricting code-generation 

capabilities to authorized personnel and use cases, 

and alignment and safety evaluations of any 

internally deployed or fine-tuned code-generation 

models to assess their propensity to produce 

malicious code upon request. 

8. Policy and Governance Considerations: 

8.1 Responsible AI Development Practices: 

AI developers bear significant responsibility for 

implementing safeguards that reduce the 

likelihood of their systems being used to generate 

malicious code, including content filtering and 

refusal mechanisms for malware-related requests, 

monitoring for patterns of misuse across API 

access, and red-teaming exercises conducted prior 

to model release to identify and remediate 

potential misuse pathways before public 

deployment. 

8.2 Regulatory and Legal Frameworks: 

Policymakers in multiple jurisdictions have begun 

considering regulatory frameworks addressing AI 

system safety, including provisions relevant to 

cybersecurity risks associated with generative AI 

misuse. Effective policy approaches in this 

domain must balance the goal of constraining 

malicious use against the substantial legitimate 

and beneficial applications of generative AI in 
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defensive cybersecurity research, code analysis, 

and software development, avoiding overly broad 

restrictions that would impede legitimate security 

research while still addressing genuine misuse 

risks. 

8.3 International Cooperation 

Because cybercriminal actors operate across 

national boundaries and often route infrastructure 

through multiple jurisdictions, effective response 

to AI-generated malware threats benefits from 

international cooperation among law enforcement, 

cybersecurity agencies, and industry bodies, 

including coordinated takedown efforts against 

malicious infrastructure and cross-border 

information sharing regarding emerging AI-

enabled threat techniques. 

9. Open Challenges and Future Directions 

Several open challenges remain in the domain of 

AI-generated malware defence: 

Detection latency versus generation speed: If 

generative AI substantially accelerates the rate at 

which novel malware variants can be produced, 

the traditional detection pipeline—sample 

collection, analysis, signature or model update, 

deployment—may struggle to maintain pace, 

motivating research into more automated, low-

latency detection update mechanisms. 

Generalization to genuinely novel techniques: As 

with deep fake detection discussed in related 

literature, machine learning-based malware 

classifiers face persistent challenges generalizing 

to malware families employing genuinely novel 

evasion or obfuscation techniques not represented 

in training data, motivating continued research 

into representation learning approaches that 

capture more fundamental indicators of malicious 

functionality rather than superficial, technique-

specific features. 

Resource disparities in defensive capability: The 

computational and expertise requirements 

associated with maintaining robust, continuously 

updated AI-based defences may be more readily 

met by large, well-resourced organizations than by 

smaller businesses or under-resourced public 

sector entities, raising equity concerns regarding 

the distribution of defensive AI capability across 

the broader economy. 

Balancing false positives and operational 

disruption: Aggressive behavioural and heuristic 

detection thresholds intended to catch novel AI-

generated variants can increase false-positive 

rates, imposing operational costs on organizations 

and potentially leading to alert fatigue among 

security analysts, underscoring the importance of 

continued research into precision-improving 

detection techniques rather than pursuing recall 

improvements in isolation. 

Measuring the actual uplift from AI-generation 

tools: An important empirical research 

question, still actively debated within the security 

research community, concerns the degree to which 

generative AI tools provide meaningful uplift to 

malicious actors beyond what was already 

achievable using existing malware development 

resources, tools, and shared code repositories, 

which has direct implications for calibrating the 

urgency and design of policy and technical 

responses. 

10. Conclusion 

Generative AI represents a dual-use technology 

whose capabilities can substantially benefit both 

defensive cybersecurity research and, if misused, 

potentially lower the barriers to malicious code 

development, evasion technique generation, and 

social-engineering-based malware delivery. This 

paper has surveyed the risk landscape associated 

with AI-generated malware and reviewed the 

corresponding spectrum of detection strategies, 
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from traditional signature-based and heuristic 

static analysis to dynamic behavioural detection, 

machine learning-based classification, and 

emerging AI-versus-AI defensive paradigms. No 

single detection approach discussed here is likely 

to remain fully effective in isolation against a 

continuously evolving, AI-augmented adversary; 

rather, effective defence requires layered technical 

controls combined with organizational practices 

such as threat intelligence sharing, security 

awareness training, and secure software 

development practices, supported by responsible 

AI development norms and thoughtful policy 

frameworks. Continued research investment in 

generalizable, adversarial robust detection 

methods, alongside cross-sector collaboration 

between AI developers, security practitioners, and 

policymakers, will be essential to maintaining a 

defensive posture capable of keeping pace with 

the evolving AI-generated malware threat 

landscape. 
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